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Secrets handling in cloud 
environments

Instruction notes:

Cover slide v1 
(business theme).

You can choose between four 
different versions of the cover (three 
with illustrations or a plain one).

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.

If you need to manually break the 
line in the subtitle, use soft enter 
(shift+enter) not to break the design.



In cloud environments, a secret refers to 
sensitive information such as passwords, API 
keys, certificates, or tokens that are securely 
stored and managed to protect access to 
systems, applications, and data.ˮ
DeepSeek
“Tell me what is a secret in scope of cloud environments in a single sentence.ˮ

“

Instruction notes:

Quote slide.

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.
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In cloud environments, a secret refers to 
sensitive information such as passwords, API 
keys, certificates, or tokens that are securely 
stored and managed to protect access to 
systems, applications, and data.ˮ
DeepSeek
“Tell me what is a secret in scope of cloud environments in a single sentence.ˮ

“

Instruction notes:

Quote slide.

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.
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Instruction notes:

A basic slide with a title and a list of 
bullets. It supports two levels of 
bulleted text (but use the second 
level only if you really need it – often 
it’s better to just make another slide).

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.● Access to your cloud environment is 

access to your datacenter
● Authentication method

○ Passwords
○ Multi factor authentication

● Protect master access to management 
portal
○ Secure password storage
○ Multiple MFA
○ Four eyes principle
○ Break glass role
○ Audited access

Access to systems
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Write image/video caption here.

Instruction notes:

Slide with a title, placeholder for text, 
a smaller image/video and a caption. 
The media placeholder 
demonstrates the maximum size, but 
you can adjust its aspect ratio to 
your file.

If you are importing an image, select 
the media placeholder and replace it 
with your image.

If you are importing a video, go to 
Insert > Video and replace the media 
placeholder with the video poster 
frame.

Multiple
account
setup



Instruction notes:

A basic slide with a title and a list of 
bullets. It supports two levels of 
bulleted text (but use the second 
level only if you really need it – often 
it’s better to just make another slide).

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.● User access to management portals

○ Creating resources
○ Monitoring

● Best practices
○ External identity providers AWS 

Identity Center (formerly known as 
AWS SSO

○ No static credentials
○ Least privilege principle with ded
○ Dedicated roles
○ Dynamic role assignment through 

external attributes

Access to systems for users
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Instruction notes:

A basic slide with a title and a list of 
bullets. It supports two levels of 
bulleted text (but use the second 
level only if you really need it – often 
it’s better to just make another slide).

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.● Non-human access to management 

interfaces
○ Infrastructure as a Code
○ CI/CD deployments
○ SIEM systems

● Best practices
○ Least privilege principle
○ Continuous threat modeling
○ Drop credentials when not needed

Access to systems for others
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Instruction notes:

A basic slide with a title and a list of 
bullets. It supports two levels of 
bulleted text (but use the second 
level only if you really need it – often 
it’s better to just make another slide).

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.● Recap

○ Offline root credentials
○ Multiple accounts
○ No static credentials
○ Role based access with least 

privilege principle applied
○ OIDC based authentication and 

authorization
○ Break glass role
○ No touch deployments

Access to systems
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Instruction notes:

A basic slide with a title and a list of 
bullets. It supports two levels of 
bulleted text (but use the second 
level only if you really need it – often 
it’s better to just make another slide).

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.● Handling secrets in applications

○ Passwords (e.g. database access)
○ API keys (e.g. external services)
○ Certificates (private keys)

● Passing secrets to applications
○ Environment variables
○ Configuration files
○ Workload identity IAM Roles)

Application secrets
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Instruction notes:

A basic slide with a title and a list of 
bullets. It supports two levels of 
bulleted text (but use the second 
level only if you really need it – often 
it’s better to just make another slide).

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.● Workload identity

○ Assigning permissions to cloud 
application workload

● Benefits
○ Secure service authentication
○ Granular access control
○ Audit and compliance

Application secrets
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Instruction notes:

Infographics’ slide.

Slide with a title and a placeholder 
for infographic. The infographic 
placeholder demonstrates the 
maximum size, but you can adjust its 
aspect ratio to your file.

If you are inserting a graph, table or 
other infographics, go to Insert > 
Chart/Table/Shape/Diagram and 
replace the placeholder with the 
Chart/Table/Shape/Diagram frame.

Use a comma for decimals (e.g. 
32,5%) and a period for thousands 
(e.g. 1.000.000)

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.

Application secrets by using environment vars



Instruction notes:

Infographics’ slide.

Slide with a title and a placeholder 
for infographic. The infographic 
placeholder demonstrates the 
maximum size, but you can adjust its 
aspect ratio to your file.

If you are inserting a graph, table or 
other infographics, go to Insert > 
Chart/Table/Shape/Diagram and 
replace the placeholder with the 
Chart/Table/Shape/Diagram frame.

Use a comma for decimals (e.g. 
32,5%) and a period for thousands 
(e.g. 1.000.000)

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.

Application secrets by using configuration file



Instruction notes:

Infographics’ slide.

Slide with a title and a placeholder 
for infographic. The infographic 
placeholder demonstrates the 
maximum size, but you can adjust its 
aspect ratio to your file.

If you are inserting a graph, table or 
other infographics, go to Insert > 
Chart/Table/Shape/Diagram and 
replace the placeholder with the 
Chart/Table/Shape/Diagram frame.

Use a comma for decimals (e.g. 
32,5%) and a period for thousands 
(e.g. 1.000.000)

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.

Application secrets by using workload identity
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Instruction notes:

A basic slide with a title and a list of 
bullets. It supports two levels of 
bulleted text (but use the second 
level only if you really need it – often 
it’s better to just make another slide).

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.● Secure cloud secrets storage

○ AWS Secrets Manager 
○ Systems Manager Parameter Store

● On prem secure storage
○ Hashicorp Vault

● Advanced types
○ Cloud hardware security modules 

HSM

Application secrets
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Instruction notes:

A basic slide with a title and a list of 
bullets. It supports two levels of 
bulleted text (but use the second 
level only if you really need it – often 
it’s better to just make another slide).

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.● Best practices

○ No static credentials
○ Workload identity
○ Let application checkout secret out 

of cloud secrets storage system
○ HSM for critical secrets
○ Secrets rotation

Application secrets
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Instruction notes:

A basic slide with a title and a list of 
bullets. It supports two levels of 
bulleted text (but use the second 
level only if you really need it – often 
it’s better to just make another slide).

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.● Data in the cloud is like data in the 

datacenter
○ Encrypted
○ Data at rest / in transit

● Encryption is the key, but where is 
the key?
○ Provider managed keys
○ Customer managed keys 

Data secrets



Instruction notes:

A basic slide with a title and a list of 
bullets. It supports two levels of 
bulleted text (but use the second 
level only if you really need it – often 
it’s better to just make another slide).

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.

● AWS Key Management Service
● Use cases

○ Data at rest
○ Digital signatures
○ Certificate storage

Data secrets
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• Automatic secret rotation

• Role based access control

• Compliance

• Seamless integration into cloud 

services

• Centralized, scalable service

• Distributed key management

Advantages

• Location of key material

• “Bring Your Own Keyˮ attacks

• Distributed key management

• Pricing

• Limited customization

• Disaster recovery procedures

Disadvantages

Instruction notes:

Comparison slide.

Use it to compare two different 
concepts, before and after, 
what-you-bring and what-we-bring…

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.

Cloud encryption services
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Instruction notes:

A basic slide with a title and a list of 
bullets. It supports two levels of 
bulleted text (but use the second 
level only if you really need it – often 
it’s better to just make another slide).

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.● Best practices

○ Control access to the encryption 
keys

○ Control access to the data
○ Least privilege permissions per key
○ HSM for critical secrets
○ Secrets rotation
○ Multi region deployments
○ SIEM key action monitoring

Data secrets
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Instruction notes:

A basic slide with a title and a list of 
bullets. It supports two levels of 
bulleted text (but use the second 
level only if you really need it – often 
it’s better to just make another slide).

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.● Digital resources decoy

○ API keys
○ Fake IAM roles
○ Certificates

● Benefits
○ Early detection
○ Minimal false positives
○ Forensics analysis

● Requirements
○ Good positions
○ Monitoring and alerting systems

Honeytokens
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Instruction notes:

A basic slide with a title and a list of 
bullets. It supports two levels of 
bulleted text (but use the second 
level only if you really need it – often 
it’s better to just make another slide).

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.● Treat your cloud as datacenter

● Do not store your secrets in plain text
● Use cloud provided secret storage 

systems
● Use cloud provided encryption services
● Rotate secrets

Takeaways
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https://external-secrets.io/
Integrating secrets from various sources into Kubernetes objects

https://www.vaultproject.io/
Secure, store, and tightly control access to tokens, passwords, certificates, 
and encryption keys

https://github.com/trufflesecurity/trufflehog
Find, verify, and analyze leaked credentials

https://canarytokens.org/
Track activity and actions on your network or environment

https://github.com/getsops/sops
Simple and flexible tool for managing secrets with cloud encryption built in

Instruction notes:

Slide for useful links for your 
audience. If you don’t need 
descriptions, leave an empty line 
after each link (so the slide doesn’t 
get cluttered). You can have more 
than one resources slide if you have 
a lot of links to share.

When copying text from other 
sources, first clear the formatting to 
plain text, so it doesn't override 
Google Slides styles.

Resources

22



Instruction notes:

Ending slide. Feel free to change the 
closing sentence depending on the 
context of your presentation.

13. September, FE UNI LJ
https://cfp.devopsdays.si



QUESTIONS?

jernej@3fs.si

Instruction notes:

Ending slide. Feel free to change the 
closing sentence depending on the 
context of your presentation.


